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Privacy Notice
Thesis ("we" or the "Company") value the trust of our employees and we are committed to protecting the privacy, security and integrity of your personal data. 

The Company will collect and process personal, confidential and non-confidential data about you ("personal data") prior to and throughout your employment or engagement, as set out below.  This privacy policy (the "Policy") sets out how and why we process your personal data, and for how long it will be retained. The Company is the data controller in respect of any such personal data. This means that we are responsible for deciding how we use and process your personal data. Our contact details are set out at the end of this Policy.

This policy applies to all past, current and prospective employees, partners, workers, interns, agency workers, consultants and independent contractors and directors (together, "staff") and any third parties whose information you provide to us in connection with your employment or engagement. 

Where we refer to "employment" or "engagement" in this Policy, we do so for convenience only and this should in no way be interpreted as purporting to confer employment status on non-employees to whom this Policy also applies. This Policy does not form part of any contract of employment or engagement employment, which is provided to you separately, and does not place any contractual obligations on us or confer any contractual rights on you.

The Company may update this Policy at any time and may also provide you with additional information when we collect personal data, where we feel it would be helpful to provide relevant and timely information.
Summary of how we use your data
· We will share your data within the Thesis Group and to third party service providers who help support our HR and personnel management function for the purposes set out below. Information on the recipients of your personal data, and where they are situated, is also set out below. Your data will at all times be protected by adequate safeguards in line with any applicable data protection law.

· The Company may process information revealing your race, ethnic origin, sexual orientation, political opinions, religious or philosophical beliefs, and any disability in order to facilitate effective equal opportunities monitoring and/or to comply with legal obligations to make reasonable adjustments. The Company is obliged to process information regarding your right to work as part of its recruitment processes and compliance obligations. It may also process criminal record information as part of its recruitment processes and compliance obligations.
· You have a number of rights in respect of the personal data that the Company processes, including a right to object to certain processing. Please see the section below entitled "What rights do I have in relation to my personal data?" for more information.

· Where we do rely on your consent for something, you are entitled to withdraw this consent at any time.


What information do we collect?
The Company collects and processes the following types of personal data about you, which you provide to the Company in the context of your employment relationship: 
· Recruitment information, meaning information collected as part of your recruitment to the Company 
· Personal details, such as your name, title, gender, date of birth, home address, personal email address, personal phone number, local employee ID number, work contact details (phone, email, and physical address), social security number, disability status, ethnicity (where volunteered and permissible under local law) and a work-related personal photograph;
· Identification documents, such as citizenship, immigration status, passport data, details of residency or work permits, and copies of identity documentation, as permitted and required in order to check your right to work;
· Payment information, such as bank account details and National Insurance Number for payment and taxation purposes;
· Emergency contact details, such as names and contact information (which is only held for the purpose of contact such as in the event of a medical emergency or in the context of absence);
· Beneficiaries’ details, as required in relation to life insurance or other benefits, emergency contacts, marital status, information about family members (name, date of birth, gender and national personal ID number) and where necessary for the provision of applicable benefits, guarantees or relocation assistance;
· Professional information, such as job title, hire date, compensation information, benefits, pay grades, professional experience and past employment history, education, performance history, training records, assessment results, skills and details of manager;
· Management records, such as details of any shares of common stock or directorships;
· Medical information, such as ill-health, health conditions, disabilities, health status, pregnancy and so on, where applicable; and
· Expense records, such as details of out of pocket expenses, corporate credit cards, company cars or private cars where an allowance is claimed and mobile phone costs.
The Company may also collect other types of information from your and/or from other sources in advance of, during or after your employment relationship, including:
· Systems and application access data, such as information about use of and access to the Company’s information and communications systems;
· Monitoring records, such as phone, written and electronic communications and system usage data where permissible; 
· Disciplinary information, such as details concerning performance, career plans, conduct and, where permissible, information about violation of laws or breach of company policies;
· Whistleblowing reports made the Company's Whistleblowing Policy to the extent permitted by local law;
· Medical information, such as leave details, medical certificates and other documents required to confer special benefit status, such as information concerning pregnancy status, where applicable; and
· where permitted, details of professional registrations, and sanctions with professional bodies or criminal convictions. 
How do we use this information, and what is the legal basis for its use?
The Company processes your personal data for the following purposes, which in each case are justified by the legal basis set out in bold:
· Where necessary for the Company to establish and perform the employment contract, to maintain or terminate the employment relationship and to enable you to perform your job.
· This includes processing for the purpose of recruiting, hiring, the administration of personnel records and the administration of payroll and benefits, absence, sickness, compensation, performance and talent management, succession, training and leadership development, disciplinary procedures, awards / recognition, employee surveys, medical insurance, occupational health, fitness for work, references, retirement plans, stock plans, expense management and professional travel.
· Where necessary to enable the Company's business to function and pursue our legitimate interests, (where these interests are not overridden by your data protection rights), in particular:
· to provide access to our offices, manage our IT systems and infrastructure, collate company directories and provide communication services such as e-mail, telephone and internet access; 
· to protect the security of our premises, assets, systems, and intellectual property and enforce company policies, including those relating to equal opportunities and monitoring communications (where permitted by local law) and in accordance with the Company's IT & Communications Systems Policy, and to conduct necessary investigations and disciplinary actions; and
· in the context of discussions or decisions relating to reorganisation or restructuring.
· Where necessary to comply with applicable laws 
· This includes use in connection with diversity metrics, reports, legal claims, compliance, regulatory, audit, investigative and disciplinary purposes (including disclosure of such information in connection with legal process or litigation) and other ethics and compliance reporting tools (including under our Whistleblowing Policy).
· Where necessary for the purposes of the legitimate interests pursued by the Company (where these interests are not overridden by your data protection rights), legal rights and obligations:
· This may include use in connection with planning, budgeting, calibration, headcount, database administration, diversity metrics, surveys, evaluations, reports, legal claims, compliance, regulatory, audit, investigative and disciplinary purposes (including disclosure of such information in connection with legal process or litigation) and other ethics and compliance reporting tools (including under our Whistleblowing Policy).
· We may process special categories of personal data relating to you.  In most cases, we will do so under the exemption of necessity for the purposes of carrying out obligations in the field of employment and social protection law under applicable law:
· We will use information you have voluntarily disclosed about your health and disability status to consider whether we need to provide reasonable adjustments during the recruitment process (for example, during an interview, test or other assessment).  Such information would usually be processed on the grounds such processing was necessary to comply with applicable laws.

· We may collect information regarding your trade union membership in accordance with our obligations. Such information would usually be processed on the grounds such processing was necessary to comply with applicable laws and/or performance of the employment contract.

· We may use information revealing race, ethnic origin, sexual orientation, political opinions, religious or philosophical beliefs, and any disability may be processed in order to facilitate effective equal opportunities monitoring and reporting. Data that the Company uses for these purposes will be collected on an anonymized basis. Applicants and candidates are entirely free to decide whether or not to provide this information and your application will not be affected either way.  Such information would usually be processed on the grounds such processing was necessary to comply with applicable laws and/or the legitimate interests pursued by the Company.

· We may collect information regarding your health, location and/or activities in accordance with our health and safety obligations relating to you and to other employees.  Such information would usually be processed on the grounds such processing was necessary to comply with applicable laws and/or the legitimate interests pursued by the Company.


· Where you have given explicit consent:
· For example, we will request your picture for use with your contact details in internal directories, in internal communications and newsletters and in external news and media in connection with events and updates. 
How do we justify relying on our legitimate interests?
The Company carries out data processing on the basis of legitimate interests, which we have described above. You can obtain further information by contacting us at privacy@thesiscloud.com.
1. How will we process information about criminal convictions and offences?
We envisage that we will process information about criminal convictions and offences where allowed by and in accordance with applicable law. We will collect such information after a contingent offer of employment has been made if we would like to offer you a role requiring a criminal record check, and that offer will be conditional on such checks. We are entitled to carry out a criminal record check where allowed by and in accordance with applicable law in order to satisfy ourselves that there is nothing in your criminal record history which makes you unsuitable for the role for which you are being considered.

We have an appropriate policies and measures in place in order to safeguard the processing of such information in accordance with our legal obligations. If you would like further information, please contact us at privacy@thesiscloud.com. 

2. Who will we share this data with?
The Company will disclose your personal information to members of its People & Culture Team and the relevant team managers in respect of your employment, in connection with the purposes set out above.

Personal data will be transferred to the Company's relevant affiliates, both in the UK, US and other countries including outside the US, and will be stored and processed manually and electronically (in all cases subject to appropriate security and technical measures) through global systems and tools for the purposes set out above. 
Personal data shall also be shared with third party service providers with whom the Company contracts, who will process it on behalf of the Company for the purposes above. Such third parties will include payroll and benefit service providers, IT service providers, travel agencies and travel service providers, banks, credit card companies, brokers, medical services and medical insurance providers, occupational health providers, training providers, survey service providers, investigators and data hosting providers and custodians.  
Personal data shall be shared with government authorities and/or law enforcement officials if required for the purposes above, if mandated by law or if required for the legal protection of our legitimate interests in compliance with applicable laws. 
In the event that a business within the Thesis group is or may be sold or integrated with another business (in part or whole), your details may be disclosed to our advisers, the prospective purchaser, and any prospective purchaser's advisers and will be passed to the new owners of the business / business unit.
Where will you send my data?
Information contained in internal directories will be accessible by any Company affiliate on a worldwide basis. Personal data will primarily be processed by employees of the HR, IT and finance, legal and facilities departments, where relevant and necessary. Some of these employees will be located outside of your country.
For further details, please contact us as set out below.
What rights do you have in relation to your personal data?
You have the right to ask the Company for a copy of your personal data; to correct, delete or restrict processing of your personal data; and to obtain the personal data you provide in a structured, machine readable format; and to ask us to share (port) this data to another data controller. 
In addition, you can object to the processing of your personal data in some circumstances (in particular, where we don’t have to process the data to meet a contractual or other legal requirement, or where we are using the data for direct marketing). 
In the limited circumstances in which we rely on your consent for data processing, you will always be able to withdraw such consent at any time. If you ask to withdraw your consent to the Company processing your data, this will not affect any processing which has already taken place at that time.
These rights can be limited, for example if fulfilling your request would reveal personal data about another person, where they would infringe the rights of a third party (including our rights) or if you ask us to delete information which we are required by law or have compelling legitimate interests to keep. Relevant exemptions are included in both the GDPR and in the Data Protection Act 2018. The Company will inform you of any relevant exemptions it relies upon when responding to any request you make.
Where we require personal data to comply with legal or contractual obligations, then provision of such data is mandatory: if such data is not provided, then we will not be able to manage the employment relationship, or to meet obligations placed on us. In all other cases, provision of requested personal data is optional.
We hope that we can satisfy any queries you may have about the way the Company processes your data. If you have any have any questions about this Notice, wish to contact us for any reason in relation to our data processing, wish to exercise your data protection rights or obtain other information, such as a copy of our legitimate interests balancing test, please contact us using the below contact details.
If you have unresolved concerns, you also have the right to complain to the data protection authority in the country in which you reside, where you work or where you believe a breach may have occurred.
How long will we hold your data?
The Company will retain the majority of your personal data, together with personal data retained from the application and selection process, for the course of the employment relationship and, to the extent permitted, after termination of employment. 
Laws may require the Company to hold certain information for specific periods. In other cases, the Company will retain data for an appropriate period after the employment relationship ends to protect itself from legal claims, or to administer its business. 
More information about the Company's retention policies, including specific retention limits for different categories of employment records, is available by contacting privacy@thesiscloud.com.
3. Employee responsibilities
You should take all reasonable steps to ensure that the data you provide is accurate and to keep us informed of any changes to your personal data. If you become aware of any data breach or potential breach in relation to the Company, please contact us as soon as possible at the below address.

4. Contact
If you have any queries as to how we handle your personal data or want to get in touch, feel free to contact us at the following address:
· Email: privacy@thesiscloud.com
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